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Welcome and thanks to all those who have provided this venue to present.  

My name is Cameron Cooper.  I am the Information Security Manager for the Utah Department of Health.  I have been with the organization for a few years now and have provided a couple of different areas of expertise for Health.  My experience is based upon 20+ years in the I.T. Industry.  More specifically the Healthcare Industry.  I have worked mainly in the public IT sector for the majority of this time.  Having worked within the Salt Lake City Corporation MIS group, the Utah Retirement System IT group and a few other healthcare related organizations in the Salt Lake valley.

I have a passion for IT and more importantly the security side of IT for the healthcare industry.  That is why excites me and keeps me going.  There are so many opportunities for understanding and growth within this arena.  
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If you were to see this image what would you think it could represent?  It could represent or look like countries in the world where there have been natural disasters.  It could represent locations where there have been outbreaks of communicable diseases.  I could also represent areas of political unrest.

Regardless of what it does represent, you would be able to know a great deal more about your state and whether you were part of the problem or the solution.  This concept is referred to as knowing your landscape.

One of the most important perspective building exercises you can do is to understand the landscape that surrounds you and your organization.  It helps to know where you fit in the big picture.  It lets you know what challenges your environment is facing and perhaps whether you have been successful in avoiding certain situations. 

So what does this image represent?



2015 PRIVACY & SECURITY LANDSCAPE
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This represents an international depiction of the victims of security incidents and breaches in the year 2014.  This represents more specifically 61 countries that provided data and information to the DBIR report.  It represents where the 70 Contributing entities reside in the international landscape.

To me, this is an indicator of where groups and organizations are targeted for malicious intent.  This lets me know as well where there are other professionals like myself are combating the same security issues that I deal with daily.  This graphic doesn’t represent that 34 other countries were successful in avoiding a breach or security incidents.  It means that 34 countries chose not to participate in the report, so we don’t really know what happened in these countries.

Though I don’t want to dwell on too much data, I do think that we need to distill this information down so that we can derive actions can be taken by our organizations.  I think that the DBIR report can provide some clarity to what I can be focusing on in my day to day efforts.  

Verizon – DBIR 2015 page 2


Verizon - Data Breach Investigation Report*

—

* 2016 Data Breach Investigation Report (page 1) conducted by Verizon for the calendar year 2015
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So I want to discuss this data from a point of doing a proactive analysis of my organizations Privacy and Security landscape so that you we can understand what the term Proactive.  I would hope that you would personalize this review of the data in a way that represents your organization.  

Surprisingly enough the DBIR report has remained fairly consistent over the last few years.  Unfortunately the trends have continued to rise regarding the number of security incidents, the number of confirmed data breaches.  Only the categories of breaches have remained about the same over the years.

Within the 2015 calendar year, the DBIR reported 64,199 security incidents from those who contributed.  

As well for the 2015 calendar year the DBIR confirmed 3,141 data breaches were reported, but only 2,260 of these were used in the analysis for this years report

And again for 2015 the categories of breaches remains unchanged.  So can we act upon this information?  Probably, but how should be act and how intensely should we react?

Lets add a little depth to the analysis and look at these metrics over the last few years.


CONFIRMED SECURITY
YEAR BREACHES INCIDENTS RECORDS COMPROMISED

2016 3,141 64,199 No Longer Tracked?

2015 2,122 79,790 700 Million

2014 1,367 63,437 240 Million

2013 621 47,000 44 Million

2013 - 2016 DBIR COMPARISON
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The trends over the last few years reveal more details regarding the Privacy and Security landscapes.  

Knowing that the number of confirmed breaches is rising provides indicators of the areas of focus needed within our personnel's use of systems and applications.
	Secure the Network
	Secure the Servers
	Secure the Workstations
	Secure the Databases
	Secure the Applications  

Knowing that the number of security incidents are increasing lets us know that we have a long way to go to improve the procedures that our personnel use.  
	Security Understanding
	Security Training
	Security Awareness
	Security Tools 

Understanding that the number of compromised records is on the rise lets us know where others are focusing their malicious intent.
	Users at home, work, or on vacation
	System Security
	Application Security
	Database System Security

	
As well we can draw some other conclusions: that more and more organizations are looking to the Internet and the Cloud for business transports and for lower cost alternatives to having a point of presence on the Internet.


INDUSTRY INCIDENTS

Accommodation (72) 362
Administrative (56) 44
Agriculture (11) 4
Construction (23) 9
Educational (61) 254

E-ntertzflinmenjc (71) 2,707 2016 DATA BREACH
Financial Services (52) 1,368 INVESTIGATIONS

Healthcare (62) 166
Information (51) 1,028 REPORT
Management (55) 1
Manufacturing (31-33) 171

Mining (21) 11

Other Services (81) 17
Professional (54) 916
Public(2 47237
Real Estate (53) 11

Retail (44—45) 370

Trade (42) 15
Transportation (48—49) 31

Utilities (22) 24

Unknown 9,453
TOTALS
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Here are some of the cross sections of industries and their associated data losses, and incident counts.  DBIR used the United States Census classifications for the distinction between the industry labels.

Now each of you may see some interesting things in this table.  I see a few very interesting things as well.  There is one however that does give me sleepless nights from time to time.

http://www.verizonenterprise.com/DBIR/2016/

INDUSTRY DATA LOSS

Administrative (56) 18
Agriculture (11)

Construction (23)

Educational (61)

Entertainment (71) 2016 DATA BREA
Financial Services (52)

T —— INVESTIGATIONS
Information (51) REPORT

Management (55)
Manufacturing (31-33)
Mining (21)

Other Services (81)
Professional (54)
Public (92)

Real Estate (53)

Retail (44-45)

Trade (42)
Transportation (48-49)
Utilities (22)

Unknown

TOTALS



INDUSTRY DATA LOSS

Accommodation (72)
Administrative (56)
Agriculture (11)
Construction (23)
Educational (61)
Entertainment (71)
Financial Services (52)

Information (51)
Management (55)
Manufacturing (31-33)
Mining (21)

Other Services (81)
Professional (54)

Real Estate (53)

Retail (44-45)

Trade (42)
Transportation (48-49)
Utilities (22)

Unknown

TOTALS

282

2016 DATA BREA
INVESTIGATIONS
N=O]]

Vi

2,260
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It is important to review what is happening in not only your industry, but in industries that are somewhat related to yours.  For instance in this table I can spend sometime understanding the Healthcare statistics because of it close relationship to the Public sector industry.  I also would spend a little more time on the Financial Services industry due to the point that Payment Card Industry (PCI) may play a roll in my organizations security landscape.

However most of my time will be spent in the analysis of the Public sector industry within this table.  Yes, this is the statistic that keeps me up at night!

Another curious line item though is the Unknown industry.  Why is this one noteworthy?  Because this is the only line item that has had a higher number of confirmed breaches than the Public, Financial, and Accommodation industries.  Unknowns and Anonymous’ present opportunities for a large amount of risk and it is my goal to be risk adverse when looking at my industry and my stance in the Public sector.

Again, a proper analysis of this data brings clarity to your landscape.  Are there some interesting conclusions that you can draw from this type of proactive analysis?

http://www.verizonenterprise.com/DBIR/2015/

Miscellaneous Errors
Privilege Misuse
Physical Theft/Loss
Denial-of-Service
Everything Else
Crimeware

Web App Attacks
POS Intrusions

Cyber-espionage

Payment Card Skimmers

534
247

102

0% 10%
Percentage of incidents

2016 DATA BREACH
INVESTIGATIONS
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So breaking down the information to a more consumable level means that the categories of incident patterns becomes very useful in identifying very specific areas of focus.  From the victims responses identified in this report, there are very clear patterns that exist within the data sets.  If you look at the #1 and the #3 patterns, one point becomes painfully obvious.  The largest pattern for confirmed data breaches involves our personnel.  

From what I learn in this information, nearly 30% of the confirmed data losses were the direct result of personal errors.  Now I don’t see a huge amount of malicious intent within this category.  I see the whole reason why computers are so useful to us.  Automation takes the person out of the security equation for repetitive tasks and duties.  So what can I conclude from this?  I now know that considerable focus and administrative attention should be directed towards Training and Awareness programs within my organization.

Curiously enough, right after crimeware patterns we have another personnel based Insider Misuse category.  Within this category I do understand may have a large amount of malicious intent build into its core.  While I still believe in the integrity of people, I know that I must have a way to honest people honest.  I can draw a conclusion that I need to focus a large amount of focus and attention towards creating policy and succinct procedures to help prevent insider misuse.

So from this analysis I now have a good list reasons and needs, or with identifiable purposes.

http://www.verizonenterprise.com/DBIR/2015/
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Curiously enough, right after crimeware patterns we have another personnel based Insider Misuse category.  Within this category I do understand may have a large amount of malicious intent build into its core.  While I still believe in the integrity of people, I know that I must have a way to honest people honest.  I can draw a conclusion that I need to focus a large amount of focus and attention towards creating policy and succinct procedures to help prevent insider misuse.

So from this analysis I now have a good list reasons and needs, or with identifiable purposes.

http://www.verizonenterprise.com/DBIR/2015/
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